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PSTN technology Fiber Optic technology
Controller area network (CAN) >GI3GILTE wireless .

ZigBee wireless technology xDSL technology

Bluetooth wireless technolog

WiFi wireless technolog FTTx technology _

Wi-SUN wireless technolog LPWA wireless technology
ULE technolog
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Core network

loT area network

Data is sent periodically Data is sent periodically
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Core network

W

loT area network

Only sent during Only sent during
00:15-00:25 00:35-00:45

Smart meter A) time slot for sending Smart meter B) time slot for sending
data is 00:15-00:25 data is 00:35-00:45
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Core network

What is your status good Re-send request Re-send

kN

loT area network
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Core network

Periodic Status report Periodic Status report

L%

loT area network
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[ Still keep enough capacity of data processing? ]

Core network
Data from the devices for the loT

is de-prioritized

Huge data from the
devices not for the loT

loT area network
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Unexpected amount
of traffic to handle

Core network

loT area network Failure
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Core network

Un-balanced traffic

N
N

loT area network
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Core network

un-balanced traffic

N
A4

loT area network
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Core network

Balanced traffic

N
N

loT area network
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Core network Core network

4 4
i |
I I
I I
I I

loT area network loT area network

Failure /1 /
Low Battery

diversion to avoid
specific device
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863 Unlicensed
Terrestrial TV Unlicensed / 1920°/2110° (58007 OSRC)
. 830°/875° VWA 330+/925° 1710'/1808* & 23007/2620°

Mobile Mobdile

—— &> P

6 GHz

K]
4

30-300 410-470 694-790 870/915 1427-1518 1900-1920 3400-3600 MHz

(og. 5568, New Mobile Band New Moble Band New Mobile Band
146-174) (753/788, SMMz, MIM1) ($mall Call / Capacity)
Notes:

* ITU Region 1 (Europe/Middie-East/Africa) plans & activities are shown only, for clarity and relevance
* Not all possible candidates are shown, and some are under discussion or may vary by market

LPWA=Low Power Wide Area
DSRC=Dedicated Short Range Communication
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Dedicated spectrum
| Shared spectrum

r==""" ' ) 1
I 1

Fixed/Mobile Mobile netw ork Dedicated wide Dedicated local General local
Remote sensor e.g. GSM, LTE arealoT arealoT area network
networks netw ork netw ork e.g. Bluetooth,
e.g. SIGFOX, e g. ZigBee, Wi-Fi Wi-Fi (802.11n, ac)
BETRC Weightless (802.11af. ah)

Rural

coverage
g Wide area coverage

Resilient low
data rate

Short range, clustered connectivity

Best efforts QoS

QoS management

services

fm o ————— =
I

Evolutions of GSIM & LTE

le.g. LTE category 0 Optimised for long battery life

Lowcost R
licences Good in-building penetration/coverage
available on
demand
o . 800MHz 2 3GHz A00MHz A70-876 MHz 2 4GHz
1

95-68 MHz ET D00MHz  26GHz 70-876IMHz 915-921MHz SGHz
70.5-7T1.5MHz  ©8 isonmy: 3438057 01A-021idHz7 Whitaspares
80.0-81.5 MHz " 2154z Whitespaces
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Application
servers and
analytics

Internet

RAN and core
networks

Applications
and services
PzP or mesh
connectivity PaP

to gateway Tt a connections

IR to network

IoT devices
directly connected
to the network
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Backhaul

Long
Range

Medium
Range

Short
Range

Wearables

Oa

Smart Home

Smart Building

loT Landscape picture

Cellular
Backhaul

Pub/Priv Pub/Priv
outdoor WiFi - Outdoor WiFi

Industrial

Smart City

Cost: OPEX vs CAPEX, endpoints, infrastructure,...
Radio : Standards, Licensed vs unlicensed frequency bands, Tx power & regulations, Sub-GHz bands and world

regions, ...

Agriculture
Mining etc..

Smart Grid

LPWA Approach

Backhaul

agduey

Connecting the Unconnected
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SOAP/REST
Web Objects XML JSON EXI |
3,
Application /
Session HTTP MQTT, AMQP , LWM2M CoAP
(Web Transfer)
Transport TLS UDP/ DTLS
IPvd  IPV6 IPvé  RPL
\_  6LOWPAN
N
Ethernet IZ]QB,, Cellular WiFi 802.15.4 BIuBetcéoth RFID/NFC
L
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Is the Internet Protocol enough?

Web
100s - 1000s of bytes

Inefficient content
encoding
Web of Things
‘ 10s of bytes
Huge overhead, ; sy
dtficult parsing Web Objects
TLS CoAP
DTLS
TCP i
h:::!'::\dm UDP
IPvé 6LOWPAN
Internet Internet of Things
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Telemetry

Information flows
from device to other
systems for
conveying status
changes in the device

TN

Inquiries

Requests from
devices looking to
gather required
information or asking
to initiate activities

%

T:N

Commands

Commands from
other systems to a
device or a group of
devices to perform
specific activities

Notifications

Information flows from
other systems to a
device or a group for
conveying status
changes in the world
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Do NOT Subscribe to

Publish a topic: *loT/
topic: "ot/ Protocols”

Protocols™

* AMQP, CoAP, MQTT and IS are rokered:

based protocols
* Clients can switch Detween publisher and
wubscriber roles
* AMQP & MQTT are ahio peer-to-peer between
publisher and broker
Subscribee 1o topic:
"leT/ Protecols™
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Subscribe to topic: | | I | Publish a topic: "loT/ |
"loT/ Protocols” Ssaiber Protocols® LI

Data Bus

* DOS, REST & XMPP support a
broker-less architecture
* Subscriber model shown

Do NOT Subscribe to | | Subscribe o togic:
topic: "loT/ Protocals” "lal/ Protocols”
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Web Services and Business Apps

Access:
XMPP, REST
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LWM2M features Device MzM web M2M web
management app app app

Bootstrapping \ 3 /

Device configuration Objects
managemen Lrrware update « Bootstrapping + Efficient payload
+ Registration + CoAP protocol _
Fault management * Object/resource access « DTLS security
+ Reporting » UDP or SMS Bearer --
! _
Configuration & control
LWM2M client
Application
-
Objects

SMS Or any GET/POST/PUT/DELETE can be used for waking-up the device
The device can reply by SMS or UDP (return-path)
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‘/{Object ID}/{Object instance}/{Resource ID}’
/3303/0/5700 : L

LWM2M client LWM2M client

Object o

Resource 1
Resource 2

IPSO
/3303/0 temperature
object

Resources

5700
Sensor value

5601

Min measured value ObjECt
resource
5602

Max measured value

Resource 3

Object 1

Resource A

Resource B

Resource C
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loT Domain

Application network
domain domain

aevie
—  Cellular/wired link @ gateway domain
Short-range
communication link '@  Cluster head 6LowPAN
@ Intemet router @ dewe
CoAP/LWM2M CoAP/LWM2M CoAP/LWM2M Application
TCP/UDP TCP UDP ICMP UDP ICMP Transport
IPv6 IPv6 IPv6 Network
LoWPAN _
Ethernet MAC Ethernet MAC IEEE 802.15.4 MAC Data Link
Ethernet PHY Ethemet PHY IEEE 802.15.4 PHY Physical
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LoRa LoRa
end node NetServer
Application Application
end-node sefver
side side

LoRa
MAC | LoRa gateway k::
end-node side Packet forwarder server side
LoRa™
m}ﬁaw radio link LoRa Backhaul Baddur ; ul
/ ke physical layer ~  link Legacy IP link "
chp X127~ | .~ chipSX123x  (cellular, wired) (cellular, vared)
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Kerlink LoRa 10T station model 0X80400AC IMST iIM880A-L LoRa module

Telegram:@loTPlan, Website: iot.itrc.ac.ir




(Ellbls sglisgoliblitoBing s /:

ITRC LORaWL&"W S L§'3|3 U""’“y

GW=Gateway
SF= Spreading Factor
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= Body Area Network(BAN)

= Home Area

— Short Range- Network(HAN)
= Personal Area
. Network(PAN
Wireless Sensor Network — ( )
(WSN) _ = Local Area Network(LAN)

= Low Power Wide Area
— Long Range- Network(LPWAN)

= Wide Area Network(WAN)
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Networking
Stack

MAC
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« 802.15.3 Ultra Wide Band

« 802.15.4c For China Country

« 802.15.4d For Japan Country

- 802.15.4e Industrial Applications

- 802.15.4f Radio Frequency IDentification (Active +Battery)
- 802.15.4g Smart Utility Network

- 802.15.4a/b Base Radio Frequency and Protocol

- 802.15.6 Body Area Network

- 802.15.7 Visible Light Communication(Li-Fi)
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ITRC Zi1gBee Network and Protocol

/\‘

Applica[i[] n Cuslomer

1 Coordinator ) @ ()
* 1+ Routers Sensor node Sensor node Sensor node

] (End device) (End device) (End device)
* 1+ End devices :

ool : APT
) Security

Sensor no)de Se(nso:no)de 32-/ b4-/ 125-bit encryption ZiE“EE

(router router) '
Alliance

Network
Star/ Mesh/ Cluster-Tree \
Base station
radio
IEEE
802.15.4

(omputer
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ITRC ZlgBee < baseino

3S o 8 ISM uiled 900 slaail jo ZigBee i (sboolSiws®

Casl 03,8 Gy ya3 S gy 1, BMHZ LIS V8 s lasbiwl aSiils ol 24GHZ Wil 45 (60 S o5 sogos ®
QPSK  ygms¥gao b auili s conslS YO+ (Jlin! s yus y2STos o

BPSK' yguwsYgan 3l oslizwl L 40KDbPS cos 75 L 915MHZ wib jo oI el asense
20Kbps oo 7,5 LBBBMHZ wil jo oLy, asus®

S Oly B paet

035 Sl yuao g il (6l (6,50, uiize g0 ,S Cugr Hrowal MU Gl cllils e
S g3 oS b asl

Gl Bax b aSil (S 0 S 70 e e B Slasay®

o slpShggoniin,d G, 8awasgi b o Ve B Ve 0y @

e D90 4 b olliws o bLS ) 61,8, sl p alize sla by oy yo5
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ITRC
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ITRC Z-\Wave Network and protocol

Slave- 5
Prim dary . 2wave specific cmds,
Controller Application " appspecific cms
&, Frame routing, topology scan,
Network " routing table update
Transpor‘[ L7 Retransmission,ACK,Checksum
MAC Defined in ITU-T 6.9959
%7 for 908/860 MHz Bands
PHY
£ ; ;
| lementat
Se cﬂndar',.r 7-Wave Protocol Stack zectirflit:) ayer (implementation
Controller 2
Z-wave Network
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ITRC Z-wave <lazseiw
Specification Z-wave support
Standard ITU-T G.9959 (PHY and MAC)
RF Frequency Range 868.42 MHz in Europe, 908.42 MHz in US
Data rate 9.6, 40, 100 Kbps
Maximum Nodes 232
Architecture Master and slave in mesh mode
MAC layer CSMA/CA
RF PHY modulation FSK (for 9.6kbps and 40 kbps),

GFSK with BT=0.6 (for 100 kbps)

Coding Manchester(for 9.6kbps), NRZ(for 40 and 100 kbps)
Distance 30 meter in indoors, 100 meters in outdoors
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ITRC ‘S»abo.o‘ &)‘MW‘ '.: Z-Wave 6‘.@.5)3)'5

433MHz

31I5MHz L5 ,8 0 51,5 o J a8
o2 0 Heoely sl azm s il
915MHz L5 5 5 sals 3=

92 9 o1 U5 g el (olidgy J S
sl o K (o sl 48 g (65l
HVAC (Heating, Ventilation and Air Conditioning ) b g J 08

10T 4 M2M slos 15
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ITRC Thread Network and Protocol

e 2001:a03f::1ffa

Remote server

IPv6 Internet

THREAD basics in M2M and loT

() (1)
ik
e ),
=, t
( (LR 807354 MAL )
Dweed frovecel ech

LoWPAN

Telegram:@loTPlan, Website: iot.itrc.ac.ir



A SN 3 RS S S S

lfﬂblwohboalbl.ﬁ-i'&’j;: ﬁ/ Bl ueto Oth

ITRC

Uik enanager 0-0toco! {LMP)
Bate2and (poysx o Lyeq
Bluetooth Protocol Stack [ cere protocoss

Cable replacement protocel

] Tetephony Control protoco's
AGODTRT eOtoCos
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ITRC Wireless HART Network

Network Manager

:
g
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0l 95 0y’ s ) A (515 59U A Lo

ITRC
C«zﬁo,.w §
& 52 S8 o Cw gy |olF Srae|  Sidey ol | A gy | wlasin/g,9U8
1)
P2P,Star, Tree
Ry ol clis s 55,5 | Up to 100m | 1Mbps o > e 2.4GHz PAN ANT+
Mes
2.4GHz
oS e o3l Jobs 9-90m 2.1Mbps Ny Star PAN Bluetooth
2.4835GHz
5-10 260Kb S 2AGHz PAN BLE
ol cowlis g Sodbw -10m pS tar
s " e o5 2.4835GHz
Star, Tree,Me
Lge Sleitle gumlegs] 800m 1.2Kbps P e ) 868MHz LAN KNX
S
WSTysl (s
<10cm 400Kbps | oS ks p2P 13.56MHz PAN NFC
(s Fd
13.56 MHz
wololis bo, <3m 400Kbps | o5 k= p2P - PAN RFID
tc.
Ogelogil ¢ guunins AL 2.4GHz
800m 250Kbps oS = | Star, Mesh LAN THREAD
i 5 ozl 2.4835GHz
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ITRC J 9> EPYRY
bose | labonis wcognl | 4-20m | 11-100Mbps| sbjb s | star | 2*30SGHZE AN Wi-Fi
S 2.4GHz
Star, Tree, _
buge | g olisle gemles! | 10-300m 250Kbps | o5 L= Mesh 2.4835GHz LAN ZigBee
es
5 Iy 2beds, 908.42MHz
o 30m 40Kbps oS Mesh LAN Z-wave
Ogelogs|
,.i..o/ (_gl.a:d.if..f;
Lugie 200m 250Kbps | o L5 | Star, Mesh 2.4GHz LAN | Wireless Hart
1800- LTE-M
640m 100Kbps boge | Jokw as MAN
2700GHz e
850,900,1800
2.5G, 3.5G
Jelw s | 1.8-7.2Mbps ab; Mesh 19002100 WAN
,2500GHz ol
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ITRC

License-exemptspectrum
10 Mbps (ESSEE ST TE 8:71‘, = = = = Licensedspectrum
1 Mbps : UTE Ct-0 : :
L e e @ - 7
B 0 | e e e o
o -
& 100 kbps + R )
a ec-csu‘:
802.15.4/}= LoRa :
ligBee ——
t t { } t >

1 10 100 1,000 5,000 Range(m)
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ITRC

Concentrator Network Application
End Nodes /Gateway Server Server
(1)
acking I g (D) E
(- ")
oke @ ) 3G/
smoke alarm A\ Ethernet
Backhaul

=
=

water
- A
trash container W /
vending
machine
Q

gas monitoring

LoRa” RF TCP/IP SSL TCP/IP SSL
LoRaWAN™ LoRaWAN™ Secure Payload
AES Secured Payload
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« EUI 64bit Associate IP6 to
LoRa sensors

« A unigue network key to ensure
security at the network layer

« Aunique application key to

ensure end-to-end security at the s Class B Class C
.. (GCEREINE)) (Continuous)
application layer,

the joining of a node to the
network.
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Application Layer

MAC Layer

PHY Layer

RF Layer

SigFox Protocol Layers

* Applications as per end user

requirements  aml
* FCS for error detection . 1
* Modulation, preamble add/remove . ]

* Radio Frequency, Tx Power etc.

Objects

IPS cure

ITRC SigFox Network Architecture

(SNMPHTTP, (Servers)
MQTT, IPv6)

(=

RF Link

Connectio

SigFox Cloud

{

SigFox Gateway
(Base Station)

1% ] :
\ashnd)

Business
Applications
(IT Services)
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WITH SIGFOX

@?6@ @.@ \ @

' Sig fox Energy efficient

; Inter operability
v simplicity

©
s

Lpps services big data

Cost effectiveness
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ITRC

GSM EC-GSM-loT LTE eMTC NB-loT
(3GPP Rel8) (3GPPRel. (3GPPRel.8) (3GPPRel (IGPP Rel.13)

ol.. ':“ \\\ Qﬁ

Gsm’ gggr Llte Ite Ite
EECXETH  Yes.3GPP Yes,3GPP Yes, 3GPP

LTE usor equpenent
COOOrY
Ranos

Maoxamum Couplng

Lo

Spectrum Licensed

GSM bands

Bandwsdm

Max dala role

EC-GSM:

Extended Coverage
GSM

eMTC:
enhanced Machine
Type Communication

NB-loT:
Narrow Band loT
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NB-loT

ITRC
GSM
200kHz
—l_ nsand
200kHz
' Guard Band

200kHz

Frequency Spectrums Supported by NB loT

NB-IOT Actives Cost-Efficient Smart Meter
7o\

NB-IOT Seliver
Controller :

1]
» Deeper coverage (20+dB gain vs GSM)

» Low cost/Low Power Consumption
» Smart Data Management

# Kamstrup
L
Y 0 Qoo 8 Qblox
'\._“ Water Meter Gas Meter
™
N
Utility Data Center

SARA-N2

16.0x26.0x 2.4 mm
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LPWAN sl ¢ yalid 3gis sy

Fix obstacle Urban environment with random obstacles

Node
N 2l

7cn 10cm 20cm
wodden brick concrete
urban area

Node with link budget available wall wall wall

16.8km

RPMA 2 4GHz@163dBm
: » e — e 11.9km
' e 11.2km

NE-oT 2020 MHz@164dBm
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ITRC
NB-loT Weightless RPMA Sigfox LoRaWAN NB-Fi Sy9bd [ Ll
Aee VA oY AFAA Yf-- AFAA AFAN AFAA (MHZ) .5 3wt
VFA - £y - 2 - Y- - VEA - (o) 0,8 ST
¥ VEY Yas \oF VO V5§ a>3g S la>
(dBm) s
Yo ¥ ye i 'Y A (KHZ) st sl
(DL)voy-y- - YO-\Feeo (DL)yo# il JY-Ne- LA=1NY (Kbps)oesls s #5
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sk oS bgio oS oS b ab; b ol
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H Al LPWAN g,9L8 j0 cog0s o 8
NB-Fi LoRa SigFox UNB RPMA
Streetlights Streetlights Home Automation | Streetlights Streetlights
Energy meters Energy meters Environmental Energy meters Energy meters
monitors
MM Propane monitors | Pet tracking Parking meters Oil well monitors
2 Asset tracking Water monitors Industrial sensors
Seismic sensors
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ITRC

10T ;5 39290 5o (5,9L3 5130 prtews

Short Range / Long Range w/ Battery l.on¢ Range w/ Power
Communication Devices Internet of Objects Traditional M2M
¥ u '0 — " ™8
”.0.. L’ OR a 36 / H
] SIGFOX amll )
AJ m) : S GSm’, 46
35% SOM 55% SOM 10% SOM
v Well established standards Established & Emerging v Well established standards
v Good for: v Good for: v Good for:
* Mobile devices * Long range * Long range
* In-home * Long battery * High data rate
* Shortrange * Low cost * Coverage
J Not good: J Not good: - Not good:
* Batterylife * Highdata rate * Batterylife
&Long range j / * Cost
SOM — Share of Market (LoRa Alliance)
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ITRC AMQP Model

Subscriber

Bindings Subscriber

Suitable for Processing
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ITRC CoAP: Constrained Application Protocol(RFC7252)
: : REQ7: REQ4:
Suitable for Collecting Data HTTP Mapping Caching
REQ13: REQ14: REQ2:

MIME Type Manageability Constrained networks
REQ5:
Resource manipulation
Web\ss?ées =
i
i REQS:
CoAP Server Resource discovery
UDP
IP = REQ3:
::::: 7] Sleeping nodes
]
[ ' Server
REQ1:
Limited Flash/RAM

REQ10:
UDP Transport

REQS9:
REQS6: REQ11: REQ12: Multicast

Sub/Notify Reliability Low latency
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ITRC MQTT-S Gateway <--> MQTT Broker

QoS Delivery Guarantee

0 At most once Best Effort

1 At least once Guaran teed

2 Exactly once Guaranteed & No Duplicate

Traditional /K

Network

|

\&»\ﬁfw

Suitable for Collecting Data
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[.)__evnce,Semce
REST "\ "CoAP )
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Unified home gateway (UHG)

RESTful HTTP

Raspbery Pi (synchronous info uploading)

IP-based
(F:Sesed) SMPP

(asynchronous control command)

-
IO
- - Arduino Fio
- microcontroller
TKBHome smart plug Multi-purpose node (MPN) Texas Instruments BLE sensor
(non-lP-based? (non-IP-based) (non-IP-based)
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A WAVIOT &l yupexd

4 W e

” \
WAVioT Base Station WAVioT Base Station WAVioT Gateway WAVioT Gateway
BS210B BS230B MiniGW1108B MicroGW110B
$2,499 O( $3,999 O( $599 0 $399 00
WAVIoT 1 x 120 Deg 16 WAVIoT Base Station
dBi Sector Antenna SDR-Transceiver 2000
S M S Q4 NO
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